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1
Decision/action requested

It is proposed to approve this pCR to update conclusion#2.1.
2
References
[1]
3GPP TR 33.739 Study on Security Enhancement of Support for Edge Computing — Phase 2
3
Rationale

The current captured conclusion does not specify or refer to any existing solution in TR 33.739 which details the limited access when only server-side authentication is performed. For example, UE specific information (like access token) not to be provided to the unauthenticated UE which may pose privacy and/or unauthorised access threats. 

Therefore, it is proposed to consider the following security aspects from solution#24 and remove the related EN:
· As there is no client/UE side authentication and authorization performed, the UE is provided with no privileged services and not provided with UE specific information, but provided only with generic information i.e., the ECS/EES and the network is not allowed to expose any UE specific information for example, access token, location information like so, as this may lead to unauthorised access to the EES.  

4
Detailed proposal

*** Start Change ***
7.5

Conclusions for Key Issue #2.1

It is concluded to reuse authentication and authorization mechanism specified in TS 33.558 to realize authorization and mutual authentication between UE and ECS/EES.

Server side certificate-based TLS authentication is mandatory supported.

It is concluded to clarify in the normative work that ECS/EES can retrieve the GPSI from the core network if necessary and the ECS/EES should not trust the GPSI received from the EEC/UE.

NOTE: Token-based solutions (e.g., Solution #25 for EEC/UE authentication by the ECS/EES) are left to implementation.
If there is no EEC/UE side authentication performed and only Server side certificate-based TLS authentication is performed, then the privileged services, subscribe service and UE specific information (for example, access token) are not provided by the ECS/EES to the EEC/UE.  


Editor’s Note: Further conclusion is FFS.

*** End Change ***
